KFIN Technologies « Technical Interview Preparation

50 Comprehensive Full Stack Developer Questions & Answers | Campus Recruitment Drive

Dear Candidates,

As you prepare for the Full Stack Technical Evaluation at KFIN Tech, you will be assessed on your end-to-end
engineering capabilities, database optimization strategies, system security, and problem-solving mindset. KFIN
Tech is a leading financial technology platform, meaning high throughput, transactional integrity, and top-tier
security are paramount. Use this guide compiled by your Training & Placement Office (TPO) to robustly revise core
technical concepts.

Section 1: Frontend Architecture & Frameworks

Q1. Explain the critical rendering path in a browser and how a Full Stack Developer can optimize it.

The critical rendering path is the sequence of steps the browser takes to convert HTML, CSS, and JavaScript into
actual pixels on the screen (DOM -> CSSOM -> Render Tree -> Layout -> Paint). Optimization techniques include
minifying/compressing resources, using async/defer for non-critical JavaScript, eliminating render-blocking CSS,
and leveraging browser caching.

Q2. What is the difference between Virtual DOM and Shadow DOM?

The Virtual DOM is a lightweight, in-memory representation of the real DOM used by frameworks like React to
optimize Ul rendering via a reconciliation process. The Shadow DOM is a web standard designed for scoping
variables and CSS in web components, ensuring that styles inside a component do not leak outside and vice versa.

Q3. How does state management differ between standard React Context APl and Redux? When should you
use which?

React Context API is built into React and passes data down the component tree without prop drilling; it is ideal for
low-frequency updates like themes or user authentication. Redux is an external library using a centralized single
store, actions, and reducers; it provides predictable state transitions and middleware support, making it superior for
complex, high-frequency transactional states typical in enterprise fintech apps.

Q4. Explain Server-Side Rendering (SSR) vs. Client-Side Rendering (CSR). How does Next.js bridge this
gap?

In CSR, the browser downloads a minimal HTML file and renders the Ul using JavaScript; this can cause slower
initial loads. In SSR, the server generates the full HTML on every request, ensuring faster initial content paint and
better SEO. Next.js bridges this gap by allowing developers to mix CSR, SSR, and Static Site Generation (SSG) on
a per-page basis based on performance needs.

Q5. What are the major lifecycle hooks in Angular, and what are their specific use cases?

Key hooks include ngoninit (called once after component initialization; ideal for data fetching), ngOnChanges
(called when input properties change), and ngoOnDestroy (called before component destruction; crucial for
unsubscribing from observables and preventing memory leaks).
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Q6. Explain the concept of Lazy Loading in modern frontend frameworks and how it is implemented.

Lazy loading delays the loading of non-critical resources or application modules until they are explicitly needed by
the user. In React, it is achieved via React.lazy() and Suspense ; in Angular, it is configured in the routing
module using the loadChildren dynamic import syntax. This greatly reduces the initial bundle size and speeds
up loading.

Q7. What is event delegation in JavaScript and why is it useful?

Event delegation is a design pattern where a single event listener is attached to a parent element instead of multiple
listeners on individual child elements. It leverages event bubbling (events propagating up the DOM tree). It saves
substantial system memory and seamlessly handles dynamically added child elements.

Q8. How does JavaScript handle asynchronous operations under the hood? Explain the Event Loop.

JavaScript is single-threaded but handles concurrency through an Event Loop. Synchronous code executes on the
Call Stack. Asynchronous tasks (like fetch API, timers) are offloaded to Web APIs. Once complete, their callbacks
enter the Callback Queue (or Microtask Queue for promises). The Event Loop continually monitors the Call Stack; if
it is empty, it pushes the first task from the queue onto the stack.

Q9. What is Cross-Origin Resource Sharing (CORS)? How do you fix a CORS error?

CORS is a browser security mechanism that restricts web pages from making requests to a domain different from
the one that served the page. A CORS error must be resolved on the backend server by configuring HTTP headers
to explicitly allow the origin domain of the frontend client via the Access-Control-Allow-0rigin header.

Q10. What is the difference between WebSockets and HTTP Long Polling? When would KFIN Tech use
WebSockets?

HTTP Long Polling repeatedly opens requests to check for new data, creating high overhead. WebSockets provide
a full-duplex, persistent, single-TCP connection for real-time bidirectional communication. KFIN Tech would use
WebSockets for live financial tickers, real-time transaction status tracking dashboards, or instant chat systems.

Q11. Explain HTTP/2 and how it improves frontend application performance compared to HTTP/1.1.

HTTP/1.1 requires a separate TCP connection for each resource request or suffers from head-of-line blocking.
HTTP/2 introduces multiplexing, allowing multiple request and response messages to be sent simultaneously over a
single TCP connection. It also supports header compression (HPACK) and server push, radically accelerating asset
delivery.

Q12. What are Progressive Web Apps (PWAs)? Mention three core requirements for an app to be a PWA.

PWAs are web applications built with modern web capabilities to deliver native app-like user experiences. The three
core requirements are: 1) A Secure Context (HTTPS), 2) A Web App Manifest file defining app appearance/
metadata, and 3) A Service Worker to handle offline caching, sync, and push notifications.

Section 2: Backend Engineering & APls

Q13. What is Node.js clustering and how does it help in utilizing multi-core server systems?

Node.js runs on a single thread by default. The cluster module allows developers to easily launch a cluster of child
worker processes that share server ports. This scales Node.js applications across multiple CPU cores, load-
balancing incoming network requests among the worker processes to maximize vertical scaling.
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Q14. Explain the architectural difference between REST and GraphQL.

REST is centered around resource URIs and fixed endpoints, which can lead to over-fetching or under-fetching of
data across multiple network roundtrips. GraphQL exposes a single endpoint and allows clients to request exactly
the structural data they need in a single query, optimizing network overhead for mobile and low-bandwidth systems.

Q15. What are Idempotent APl methods? Why is idempotency critical in fintech architectures?

An APl method is idempotent if making multiple identical requests has the exact same side-effects as making a
single request (e.g., GET, PUT, DELETE). In fintech, idempotency ensures that if a payment request is retried due
to a sudden network timeout, the user is never double-charged. This is implemented via unique idempotency keys
in the request headers.

Q16. How do you implement JWT authentication securely in a Full Stack application?

Upon valid login, the server issues a JSON Web Token (JWT) signed with a strong secret key. For optimal security,
the token should be stored in an “httpOnly", “secure’, and "SameSite=Strict’ cookie to prevent Cross-Site Scripting
(XSS) access. The backend must validate the signature and expiration timestamp of the incoming JWT on every
protected route.

Q17. Explain the difference between horizontal and vertical scaling of backend applications.

Vertical scaling (scaling up) means adding more power (CPU, RAM) to an existing server instance. Horizontal
scaling (scaling out) means adding more machines/instances to the pool and routing traffic via a load balancer.
Horizontal scaling is generally preferred for building fault-tolerant, resilient cloud-native architectures.

Q18. What is a Message Broker (e.g., RabbitMQ, Kafka) and when do you introduce it into an architecture?

A message broker handles asynchronous communication between decoupled microservices. It queues tasks so
that the primary service doesn't block waiting for downstream steps. It is introduced for heavy background tasks,
asynchronous event-driven notifications, or processing high-volume transactional logs where instant Ul updates
aren't strictly mandatory.

Q19. How do you prevent SQL Injection attacks on your backend application?

SQL injection is entirely prevented by avoiding direct string concatenation of user inputs into SQL queries. Instead,
engineers must use parameterized queries (prepared statements) or leverage an object-relational mapper (ORM)
like Hibernate or Sequelize, which automatically escapes and handles inputs safely.

Q20. What is Middleware in backend frameworks (like Express or Spring Boot)? Provide two common use
cases.

Middleware is a function block that executes sequentially during the request-response lifecycle before the main
controller action takes place. Two common use cases are: 1) Authentication & Authorization checks (validating
incoming session tokens), and 2) Global logging/metrics tracking of incoming API latency.

Q21. Explain the Circuit Breaker design pattern in microservices.

The Circuit Breaker pattern prevents a cascading failure across microservices. If a downstream service repeatedly
fails or times out, the circuit breaker trips (opens), immediately returning a fallback error response to all incoming
requests without putting further strain on the failing service. It periodically attempts to close again once the service
recovers.
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Q22. What is the difference between concurrency and parallelism? How does Java Spring Boot handle
concurrency?

Concurrency is about dealing with lots of things at once (structuring tasks to run in overlapping time slices).
Parallelism is about doing lots of things at once (executing tasks simultaneously on separate CPU cores). Java
Spring Boot handles concurrency by utilizing a managed thread pool (typically Tomcat) where each incoming HTTP
request is assigned to a separate thread.

Q23. Describe the purpose of Rate Limiting. Name an algorithm used to achieve it.

Rate limiting protects backend APIs from abuse, Denial of Service (DoS) attacks, and resource starvation by
restricting the number of requests a user/IP can make in a given timeframe. Common algorithms include the Token
Bucket, Leaky Bucket, or Fixed Window Counter algorithms.

Q24. What are the key differences between monolithic and microservices architectures?

A monolith houses all application layers and business domains within a single codebase and deployment unit.
Microservices break the application into independent, decoupled services organized around specific business
capabilities, each running its own process and database, communicating via lightweight protocols like REST, gRPC,
or AMQP.

Section 3: Database Management & Data Integrity

Q25. Explain ACID properties in relational databases and why they are vital to KFIN Tech.

ACID stands for Atomicity (all or nothing succeeds), Consistency (valid state transitions), Isolation (independent
concurrent executions), and Durability (committed data is permanent). In a mutual fund or financial platform like
KFIN Tech, ACID guarantees that a user’s balance decrement and a corresponding mutual fund unit purchase
happen reliably together or fail entirely without partial execution.

Q26. What is the CAP Theorem? Can a system achieve all three properties?

The CAP Theorem states that a distributed data store can simultaneously provide at most two out of three
guarantees: Consistency, Availability, and Partition Tolerance. Because physical network partitions will inevitably
occur, a distributed database system must choose either Consistency (CP) or Availability (AP); it cannot achieve all
three.

Q27. Explain the difference between SQL indexes (B-Tree vs. Hash indexes). How do they improve
performance?

Indexes accelerate search operations without scanning every row. B-Tree indexes store data in a balanced tree
structure, making them highly efficient for range queries ( >, <, BETWEEN ) and sorted outputs. Hash indexes use
a hash table and are extremely fast for exact equality comparisons ( = ), but do not support range scans.

Q28. What is Database Normalization? Contrast 2NF vs 3NF.

Normalization is the process of structuring a relational database to minimize data redundancy and dependency. A
table is in 2NF if it is in 1NF and all non-prime attributes are fully functionally dependent on the primary key. A table
is in 3NF if it is in 2NF and has no transitive dependencies (non-key fields depending on other non-key fields).
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Q29. When would you choose a NoSQL database (like MongoDB or Cassandra) over a Relational Database
(RDBMS)?

Choose NoSQL when dealing with highly unstructured or polymorphic data, massive write scalability needs,
dynamic schemas, or distributed big-data requirements. RDBMS is strongly preferred when strict relational integrity,
complex multi-table joins, and rigid ACID compliance are essential (e.g., financial ledger transactions).

Q30. What is database sharding and how does it differ from replication?

Replication creates exact copies of the entire database across multiple servers to improve read availability and fault
tolerance. Sharding is a horizontal partitioning strategy that breaks up a massive database into smaller,
manageable chunks called shards based on a shard key, distributionally storing separate rows across different
machines to scale write capacity.

Q31. Explain database transaction isolation levels and the anomalies they prevent.

There are four primary isolation levels: 1) Read Uncommitted, 2) Read Committed (prevents Dirty Reads), 3)
Repeatable Read (prevents Non-Repeatable Reads), and 4) Serializable (prevents Phantom Reads). Higher
isolation levels ensure stricter data consistency but increase locking overhead and reduce concurrency.

Q32. What is Redis and how can it be used as both a cache and a session store?

Redis is an in-memory, key-value data structure store utilized for ultra-fast data retrieval. It functions as a cache by
storing frequently fetched database results in-memory with an explicit TTL (Time-To-Live). It acts as a session store
by persisting user login states across horizontally scaled stateless backend instances.

Q33. What is an N+1 query problem in ORMs (like Hibernate) and how do you resolve it?

The N+1 query problem occurs when an ORM executes 1 query to fetch a parent record list, and then executes an
additional 'N' queries to fetch related child records for each parent. It is resolved by leveraging Eager Loading via
"JOIN FETCH" queries or entity graphs, which fetch all parent and child data in a single joined SQL execution.

Q34. What is connection pooling in database management and why is it used?

Creating a new database connection for every incoming HTTP request is resource-intensive and slow. A connection
pool maintains a cache of active database connections. When a request comes in, it borrows an existing
connection from the pool, uses it, and immediately returns it, dramatically minimizing application latency.

Section 4: DevOps, Cloud & System Design

Q35. What is Docker, and how does containerization differ from traditional virtualization?

Docker is an open-source platform that packages applications and their dependencies into immutable containers.
Virtual Machines (VMs) include a full guest operating system running on top of a hypervisor, consuming significant
resources. Containers share the host OS kernel and isolate user spaces, making them lightweight, fast to boot, and
completely portable.

Q36. Explain the core purpose of Kubernetes (K8s) in cloud production environments.

Kubernetes is a container orchestration engine used to automate the deployment, scaling, management, and
networking of containerized applications. It handles automated container scheduling, self-healing (restarting failed
containers), rolling updates, and service discovery across a clustered infrastructure.
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Q37. What is a CI/CD pipeline? Detail its importance in a modern product-based IT company.

CI/CD stands for Continuous Integration and Continuous Deployment. It refers to automated workflows that trigger
upon code commits to automatically run static analysis, execute test suites, build artifacts, and securely deploy
updates to production. It guarantees rapid, high-quality, and risk-managed delivery of application features.

Q38. Explain Cross-Site Scripting (XSS) and how Full Stack Developers prevent it on both Frontend and
Backend.

XSS occurs when malicious scripts are injected into trusted websites because user input is rendered without
sanitization. Prevention: On the backend, strictly sanitize and validate inputs. On the frontend, escape dynamic data
before rendering, leverage framework binding protections (e.g., React auto-escaping), and set a rigorous Content
Security Policy (CSP) header.

Q39. What is Cross-Site Request Forgery (CSRF)? How do Anti-CSRF tokens prevent this vulnerability?

CSRF forces an authenticated user's browser to execute unauthorized actions on a vulnerable web application
where they are currently authenticated. It is prevented by generating a unique, unpredictable Anti-CSRF token on
the server for the user's session. The client must submit this token in form headers for state-changing requests,
allowing the server to verify authenticity.

Q40. Explain the role of a Reverse Proxy (e.g., NGINX) in a system architecture.

A reverse proxy sits in front of backend web servers, intercepting all incoming client requests. It provides
centralized load balancing, SSL/TLS termination, request routing, static file caching, and masks the true internal
network infrastructure from external clients, boosting overall security and performance.

Q41. What is Blue-Green Deployment and how does it guarantee zero-downtime upgrades?

Blue-Green deployment uses two identical production environments. 'Blue' runs the active live version, while
'Green' receives the new update. Once the Green environment passes all integration and automated testing, a
router or load balancer instantly switches traffic from Blue to Green. This eliminates downtime and allows
instantaneous rollback if bugs appear.

Q42. What is Infrastructure as Code (laC) and what are its main advantages?

laC is the practice of managing and provisioning cloud computing infrastructure using machine-readable definition
files (e.g., Terraform, CloudFormation) rather than manual interactive configuration. This ensures environment
consistency across development/production stages, visibility via version control, and rapid environment replication.

Q43. Explain the "Twelve-Factor App" methodology. Name three factors.

The Twelve-Factor App methodology is a set of best practices for building scalable, resilient, cloud-native SaaS
applications. Three key factors include: 1) Codebase (one repository tracked in version control, many deploys), 2)
Config (store configuration parameters strictly in environment variables), and 3) Statelessness (execute the app as
stateless processes to scale horizontally).

Q44. What is Content Delivery Network (CDN) caching and what type of data should be cached there?

A CDN is a globally distributed network of proxy servers that caches assets close to users' physical geographic
locations. CDNs should cache static, non-personalized files such as images, videos, minified CSS sheets, and
compiled compiled JavaScript bundles to heavily reduce latency and main server workloads.
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Section 5: Fintech Core Concepts & Scenario-Based Logic

Q45. Imagine an API processing transaction requests at KFIN Tech suddenly suffers from race conditions
leading to incorrect account ledger updates. How would you handle this at the code and database level?

At the database level, implement either Pessimistic Locking (using SELECT ... FOR UPDATE ) to lock rows until
the transaction ends, or Optimistic Locking using a version column where updates fail if the version changed
concurrently. At the application layer, concurrent requests can be throttled or pushed through a synchronized single-
threaded message queue to ensure serial processing.

Q46. How do you design an audit log system for highly sensitive financial actions (e.g., updating bank
account details)?

Audit logs must be structured into a separate read-heavy, append-only table or database. The record must log the
unique User ID, Action Type, Timestamp, IP Address, Previous Value, and New Value. For maximum integrity, audit
log entries should be written asynchronously outside main application workflows, or pushed to an immutable ledger
data store.

Q47. What is the difference between Symmetric and Asymmetric Encryption? Where is each applied in
secure fintech web applications?

Symmetric encryption uses a single shared key for both encryption and decryption (fast, ideal for bulk database
data-at-rest encryption). Asymmetric encryption uses a public key for encryption and a private key for decryption
(slower, used in establishing secure TLS/SSL handshakes over the web and generating cryptographic digital
signatures).

Q48. How would you securely manage environment variables and API secrets (like payment gateway API
keys) in a production environment?

Secrets must never be hardcoded into source code or committed to GitHub repositories. They should be stored
securely using production-grade secrets managers such as AWS Secrets Manager, HashiCorp Vault, or injected
natively at runtime via Kubernetes Secrets or encrypted environment configuration blocks.

Q49. A batch job processing mutual fund dividend distributions fails halfway through processing 10,000
users. How do you ensure users are not paid twice upon restart?

The system must follow a stateful batch execution model. Before executing a user's dividend distribution, check if a
transaction record exists with a status of "COMPLETED" for that specific batch ID. Wrap each user's distribution
processing inside an individual atomic database transaction that updates the status to "COMPLETED" as part of the
execution. This makes the job restartable and idempotent.

Q50. Explain the role of APl Gateways in microservices architectures and why they are vital for public-
facing financial systems.

An API Gateway acts as a single reverse-proxy entry point for all client requests, routing them to appropriate
microservices. It is vital for security and compliance because it centrally enforces authentication, SSL termination,
rate limiting, logging, and CORS validation, ensuring internal microservices are shielded from public vulnerabilities.
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